AMAG Symmetry™ CONNECT 2.0

TECHNOLOGY

Symmetry™ CONNECT 2.0 automates identity
management to minimize redundancies, reduce

mistakes, optimize internal operations and
make time-consuming paperwork a thing of the
past — significantly boosting responsiveness and
security while lowering costs.

Onboarding and offboarding. Access-change requests. Policy enforcement. Audits and compliance. If your organization is spending
too much time and money manually handling identity management tasks like these, Symmetry CONNECT is the solution.

Through its centralized identity database, Symmetry CONNECT coordinates between HR, IT, and Security departments.
One unified dashboard vastly simplifies adding personnel, changing access or privileges, and other updates — while Symmetry’s

audit trail functions track every step.

The Old Way Symmetry™ CONNECT

Managing identities for employees, contractors, vendors, and visitors used to involve multiple forms, emails, calls, and approvals,
often dragging on for days or weeks. But with Symmetry CONNECT Identity Management, your organization can securely and
consistently accomplish these tasks and more in minutes.



Onboarding and Offboarding Self-Service Access Requests

* Quickly set up accounts, grant appropriate access * Provides real-time access management by
credentials, assign roles based on job requirements — instantly updating profiles and synchronizing
and just as quickly update them as necessary. identity changes with access control systems,

ensuring only authorized individuals can access

* Dramatically reduce costs by streamlining on- and designated areas

offboarding.
* Enable employees to request the access they

. . need when they need it.
Centralized Policy Enforcement
* Easily request new or replacement credentials.

* Automate policy enforcement, instantly responding to
changes to maintain corporate policy as well as physical

and data security. Audit & Compliance

* Ensure least privilege access is enforced by automatically

removing access and credentials not required or used. * Maintain compliance in regulated industries
(financial services, electrical power, healthcare,
oil and gas, etc.) with reporting that satisfies PCl,

instantly ensuring that only approved |d§r!t|t|es have SOX, HIPAA. NERC CIP and other audit and
access to secure areas per company policies. .
compliance demands.

* Simplify complex reporting through a central
Streamlined User Experience source that shows who has access, when they
have access, who approved it, and why.

» Update and manage all identity details on one screen,
across all sites.

* Improve company security and policy adherence by

* Make audits automatic: schedule audits based
] ] on needs and requirements, and automate
* Networked by SwiftConnect, allowing you to: recertification so you never fall out of compliance.

- Centralize and manage credentials across a mix of
access systems.

- Keep existing systems; no rip and replace.

Would you like to see the beautiful simplicity that Ssymmetry CONNECT can bring to your identity management

and security? Contact us today.

Los Angeles United Kingdom Boston
United States Headquarters International Headquarters AMAG Technology

2205 W. 126th Street Unit B Challenge House International Drive 6 Omni Way
Hawthorne, CA 90250 Tewkesbury Glos. GL20 8UQ Chelmsford, MA 01824 TECHNOLOGY

Q 1-800-889-9138 Q +44 (0) 1684 850977 Q 1-800-889-9138
S sales@amag.com S international@amag.com S sales@amag.com www.amag.com






