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WHITE PAPER

HOW ANALYTICS ENGINES 
MITIGATE RISK, 
ENSURE COMPLIANCE 
AND REDUCE COSTS

Organizations generate significant amounts of data via their access control 
system. The data is valuable, but how can the value be extracted? Organizations 
need to maximize their data’s potential value to identify possible threats. Using 
patterns, an analytics system detects anomalous behavior within access control 
data to highlight areas of concern or suspicious behavior that may pose a threat 
to an organization.

This white paper discusses why an organization needs an analytics engine, how 
it helps a business improve its security program, and how it supports insider 
threat programs. Effective deployment of an analytics system helps organizations 
focus on how to mitigate risk, reduce costs and deliver compliance. 

APPLY MEANING TO EXISTING DATA
Access control systems track who presents a card, biometric or mobile 
credential at a particular reader at a certain time of the day. That data is 
collected within the access control system as a list of events. The data captured 
is used by the system but is isolated from the events.

An analytics system evaluates data from an access control system and applies 
a meaning to an individual’s behavior. Monitoring where an individual presents 
their card (location of attempted access), when they presented (time of day), 
and who attempted access (the person) provides a deeper meaning around 
the data. It can detect suspicious activity and provide intelligence a security 
team can use to monitor an individual or situation, or take immediate action. 

Organizations can filter data to see trends and spikes in activity. Filter data by 
department, building, region or by the hour of the day to learn exactly when 
anomalies occurred. Compare one week to another week to monitor if and 
when behavior changed. View changes at certain times of the day to track 
patterns or filter to show only high-risk information. 

MONITOR BEHAVIOR
An analytics system monitors employee, contractor and visitor behavior, and 
helps organizations discover anomalous behaviors that could potentially be 
harmful. 

An analytics system determines a baseline of behavior and builds upon it. As 
it ingests data, it understands people’s patterns and routines. If an individual 
changes his or her behavior, the system will notice the activity change and flag 
it. Risk scores are applied to the reader location, cardholder, and date and time 
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of day. A reader at the entrance to a data center will have a higher risk score than a 
reader to enter a conference room.

THE SYSTEM MONITORS INDIVIDUALS WHO HAVE:
1. Attempted to access areas they are not authorized to enter.
2. Accessed authorized areas, but at an unusual time such as during off-hours 

or late at night. 
3. Accessed areas more often than normal.
4. A high level of access because of their role at the company.

Individuals with access to critical information or source code are considered a high 
risk to the company and are flagged accordingly within the system.

Closely monitoring employee, contractor or visitor behavior patterns reduces the 
risk of an incident. If an employee is flagged, the company can take action based 
on its security policies. Detecting anomalous behavior early can potentially protect 
company resources and save money by possibly preventing an incident.

REMOVE SILOS
Companies struggle with departmental silos and need to improve how they work 
together and cross-functionally among departments. Companies cannot afford 
to waste resources on people, processes and technology systems that duplicate 
efforts. An analytics system integrates with HR, identity management and incident 
management systems and helps remove silos by providing insights into activity within 
those systems. 

The human resources department can set a score within the system or designate 
someone as a risk without violating data privacy laws. A combined risk score is 
calculated, providing a comprehensive overview of risk extracted from multiple 
data sources. HR and Security work together to monitor flagged individuals and can 
communicate their actions based on the person’s risk score. 

For example if a person begins displaying anomalous behaviors suddenly, and HR 
notifies security that the person has put in their two-week notice. The security team 
can investigate the behaviors and take action, reducing risk of threats to company 
personnel or property.  

IMPROVE SECURITY PROGRAM
Implementing an analytics program can reveal weaknesses in security systems that 
have gone undetected. The data, funneled through the analytics system, makes sense 
in a way that it never has in the past, showing security gaps and where areas of 
improvement may be needed.

Access Rights. The system will provide insight into employees who have excessive 
access. Employees are often given access to more areas than are necessary to 
complete their job. Tightening access rights creates a more secure environment, 
which reduces the risk of an incident occurring. 

24 Hour Access. Learn who has 24-hour access to the building(s). If 24-hour access 
is not needed, access rights should be updated.

HOW ANALYTICS 
ENGINES MITIGATE RISK, 
ENSURE COMPLIANCE 
AND REDUCE COSTS



KIM RAHFALDT JUNE 2020 3

Proactive. Review and update company roles and the access rights assigned to those 
roles. Identify gaps in policies and close those gaps. Identify individuals with access 
rights outside of their assigned role that conflict with current policies and restrict 
their access according to their assigned role.

Compliance. Meet compliance requirements by ensuring all anomalous activity is 
investigated and immediate action is taken before an incident occurs.

Integration. When a cardholder is flagged in an access control system, the individual 
is automatically flagged in the analytics engine.

Insider Threat. A comprehensive insider threat program consists of a combination 
of people, process and technology. The security department, HR, Legal and 
Compliance teams often work together and hire counterintelligence professionals 
and investigators to establish their team. The inter-departmental team then focuses 
on what to protect inside the organization and establishes a framework to manage 
investigations. The team performs investigations, protects evidence and keeps data 
private. Implementing the right technology helps detect, record and track normal 
behaviors, providing the data needed for investigations. Analytics systems play an 
important role in insider threat programs and offer many of the capabilities needed 
for a successful program.

An analytics system highlights anomalies in a person’s behavior that may indicate 
a bad actor. If a person is suspected of being an insider threat and is flagged in the 
analytics system with a high risk score, investigators and the security team can filter 
the data to learn the person’s access attempts and patterns. An investigation may be 
initiated if warranted.

Geographical separation. The system can flag access control activity across 
geographically separated regions. If a card is used in New York and 10 minutes 
later used in London, the system will flag the individual associated with that card. 
This indicates the card was most-likely cloned. The system learns how people move 
between readers and establishes a baseline.

ENHANCE UNDERSTANDING OF FACILITY USAGE
An analytics system enables an organization to see daily trends such as what times of 
the day certain areas have a high traffic flow and when people are leaving a building. 
Understanding the usage of a facility allows an organization to make better decisions 
regarding cleaning schedules and building management functions such as HVAC 
usage. 

An organization can gain a better understanding of what areas of a building or 
buildings are being used. If a building is underutilized, an organization may close it. If 
a building is overflowing, they can expand into another building. The data helps an 
organization reduce overall costs and drive efficiency. 
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MEET COMPLIANCE
Regulated industries that follow strict compliance requirements will find an analytics 
system helpful in meeting regulatory requirements imposed by the government or 
other governing bodies. 

Least Privileged Access. Least Privileged Access assigns an employee the least 
amount of access needed to perform their job duties. LPA is a policy that only 
provides access according to job role. An analytics system helps ensure an individual 
doesn’t have more access than needed and will flag excessive access, ensuring 
compliance.

Anti-passback violations. The analytics can flag an individual whose first card read for 
the day is at an interior door. If the individual bypassed the main entrance, they were 
allowed in by someone else, which is an anti-passback compliance violation. The 
security team can investigate and take appropriate action to stop the violation.

CONCLUSION
An analytics engine brings value to the existing data within an access control system 
through automated detection of anomalous activity, reducing the risk of an incident 
occurring. It sifts through large amounts of physical security data, eliminating the 
need for costly custom solutions and ineffective manual processes. It operates in the 
background, reviewing and evaluating each transaction across the whole security 
landscape, and determines within milliseconds if there is a risk to the organization. 
Organizations can flag the riskiest identities before an incident occurs, and maintain 
policy compliance by identifying anomalous activity and taking immediate corrective 
action. 
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