
A PRESCRIPTION FOR SECURING 
YOUR MEDICAL FACILITY



The number of people moving through a hospital 

makes security a complicated challenge. Healthcare 

facility managers have a responsibility to ensure the safety

and security of patients, visitors, medical and administra-

tive staff around the clock. Pharmacies, emergency rooms, 

pediatric wings, and birthing centers among other areas, 

require different security procedures than a main entrance 

or radiology department.

The protection management issues involved are complex, 

but the solution is simple.

AMAG Technology’s Security Management System (SMS) 

provides everything a medical facility needs to secure its 

assets and the people inside the building or campus. 

Hospitals can more easily comply with HIPAA standards 

through the utilization of the SMS, a largely invisible, yet 

powerful ally in providing high-level, flexible protection.

ACCESS CONTROL
Monitor and control who has access to secured

areas of the medical facility.  AMAG’s SMS allows

you to choose the level of security you need.  

Increase security by adding a PIN or biometric 

reader to laboratories or high security areas. 

Manage one hospital, a medical campus or multiple

buildings located miles apart, from one central 

location and seamlessly integrate all security 

functions you need, i.e. video, intrusion, visitor 

management, ID badging and many others.

CRISIS MANAGEMENT
AMAG’s SMS can work in conjunction with your 

hospital’s crisis management plan.  The SMS Threat 

Level Manager (TLMTM) allows you to instantly 

change the security level of your hospital.  One click 

and your hospital is locked down. Alarms can be 

emailed to designated staff on or off-site. The time 

saved could save many lives. Cameras are 

continuously recording for security staff to evaluate 

and react.

VISITOR MANAGEMENT
Proper visitor management practices keep unwant-

ed visitors out and your medical facility safe. The 

SMS provides temporary badges to visitors so staff 

can identify them as authorized guests. With the 

help of your staff, unauthorized guests should be 

escorted to the main entrance for proper ID. Track a

visitor’s scheduled arrival and departure times 

against their actual signed in and out times. If 

specified access rights have been assigned, system

operators can track the visitor’s movement through-

out the medical facility. AMAG’s Symmetry TM Video 

Management Solution can record all movement.



AMAG understands the sensitive and 

complex issues involved in securing a hospital or 

medical complex.  We work closely with you to 

understand your special needs, and adapt our 

security management system so it can manage all 

aspects of your building or campus. 

AMAG Technology has been securing medical 

facilities, government entities, and large campuses 

for more than 30 years.  Our proven track record 

demonstrates our commitment to technology-

driven products and customer satisfaction.  

INTEGRATION CAPABILITIES

AMAG’s SMS provides integrators and third party 

vendors the ability to maximize the system through

integration with other electronic systems, such as: asset 

management, logical security, infant protection and 

many more. AMAG’s XML Developer’s Kit is available to 

other companies allowing them to write interfaces to the 

SMS to ensure a full security solution is provided and 

that data is easily shared among the systems used.

AMAG’s SMS open platform integrates with third party 

databases such as human resources, patient records, 

pharmacy, visitor management, billing and parking. The 

SMS can also integrate with intrusion systems, video 

management, intercom and duress systems.

“The system can be expanded into other areas and I can 

put multiple security functions on the program,” said Tim

Woodward, Corporate Director of Safety and Security, 

Liberty Health. “It helps us to develop a better security 

system for our staff.”

AMAG’s smart card solution provides an 

easily managed answer to security.  Smart 

cards manage medical and clerical staff, 

medical students, visitors and contractors. 

One card provides entrance to buildings, 

cashless vending, food service, parking,

time and attendance and more. 
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CEDARS-SINAI MEDICAL CENTER
“Cedars-Sinai Medical Center utilizes all feature sets
from AMAG’s access control system,” said Donna Earley,  
Director of Environmental Health and Safety.  “It 
seamlessly integrates with our infant protection system, 
CCTV and other building systems to provide a complete 
security management system. The user interface is 
intuitive, which allows updates and reconfigurations to 
quickly adapt as our security needs change.”

Contact AMAG Technology or one of our valued 

resellers to see what we can do for you.  It might be just 

what the doctor ordered.

AMAG CAN HELP SECURE YOUR MEDICAL FACILITY

ISSUE: AMAG SOLUTION:

Identity Management  Photo ID and Badging

Pharmacy Control Access Control, Video Management, Alarm Monitoring

Theft Video Surveillance, Alarm Monitoring, Access Control

Visitor Management Visitor Management, Access Control

Crisis Management Access Control, Video Surveillance and Management 

Integration to Critical Systems XML Developer’s Kit for integration to infant protection  
 and others
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